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Introduction

Many HIPAA Privacy Officers are considered part of the Compliance Department, and
sometimes the Privacy Officer is also the Compliance Officer. There are many positives
to combining the two Officer roles and subsuming privacy roles under the Compliance
Department. In a time of budget constraints and a shift in the workforce, healthcare
organizations may find that this approach better aligns resources and leverages staff to
balance workload when it leans heavily towards privacy and vice versa to compliance.
Additionally, many compliance professionals have a basic understanding of the HIPAA
Privacy Rule; some are even certified in health care privacy compliance.

However, the inclusion of privacy under the Compliance Department could strain limited
resources and burden the Compliance Department on how to allocate resources evenly
and appropriately for both compliance and privacy. Rolling privacy into the Compliance
Department could overload staff, especially in smaller organizations with an understaffed
Compliance Department. Adding to the challenge is the difficulty and cost of recruiting
qualified HIPAA compliance staff.

This white paper examines challenges Compliance Departments currently face and outlines

actionable solutions on how Compliance Departments can best meet HIPAA Privacy
obligations.
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Background on HIPAA

The Health Insurance Portability and Accountability Act of 1996 (HIPAA) sets forth requirements
for the US. Department of Health and Human Services (HHS) to develop regulations that
protect and secure protected health information (PHI). Over the years, HHS has developed and
implemented rules that establish standards and requirements for healthcare entities, including
the Privacy Rule, the Security Rule, the Enforcement Rule, the Breach Notification Rule, and the
Omnibus Rule that implemented provisions of the Health Information Technology for Economic
and Clinical Health Act to strengthen the privacy and security protections for health information.

Healthcare entities have the arduous task of interpreting these requirements, implementing
policies, procedures, and safeguards for PHI, and staying up to date on changes in these
regulations. These responsibilities are typically assigned to the Privacy Officer, a professional
knowledgeable on HIPAA and state privacy laws with experience putting these requirements
into practice. The Privacy Officer has formidable duties and responsibilities, requiring vast
knowledge and expertise. Given this, many organizations face common challenges, such as
whether its Privacy Officer has the resources in-house to adequately address the Privacy Rule
requirements or if the organization needs to seek a more qualified professional in the Privacy
Officer role.
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Challenges

Based on the 14th Annual Healthcare Compliance Benchmark Survey, compliance professionals
reported that the trend of HIPAA Privacy being subsumed under the Compliance Department
is continuing. The Survey evidenced that four out of five healthcare organizations have moved
privacy under the Compliance Department. As a result, the traditional Compliance Officer role is
turning into a dual Compliance and Privacy Officer role and the growing trend of the Compliance
Officer subsuming privacy responsibilities will likely continue.

Healthcare organizations face numerous challenges when addressing HIPAA Privacy, which
varies based on the organization’s size, workforce, structure, and location. In our experience,
healthcare organizations that combine the two Officer roles typically encounter one or more of
the following three challenges:

1. Alack of qualified talent, either in-house or in the job market;

2. The Compliance Officer already has more responsibilities than they can handle, before
even adding on privacy; and

3. A shortage of resources on hand to efficiently carry out the responsibilities of the job.
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1. Lack of Qualified Talent

Not all healthcare organizations have the in-house expertise to fill the Privacy Officer role,
either after the Privacy Officer leaves or when the role is newly created. As a result, either
an inexperienced employee takes on privacy-related responsibilities, or the Privacy Officer role
remains vacant. In either scenario, the organization is at risk of non-compliance with HIPAA.

When an employee is required to subsume privacy responsibilities, but lacks the knowledge
and application of the Privacy Rule, they cannot successfully do the job. A weakness of the
compliance and privacy dual role is that the individual must have a strong understanding of
both specialities. If not, they tend to gravitate to the responsibilities they are better equipped to
handle and, in turn, may be neglecting privacy responsibilities.

2. Work Overload

While combining compliance and privacy into a dual role as the Compliance and Privacy Officer
is a common practice, employees who hold the dual role may not have the time to adequately
conduct the responsibilities of both roles. Many in the dual role find it challenging to dedicate
adequate time to handle compliance and privacy.

The healthcare organization must determine the level of commitment necessary to fully satisfy
the role’s responsibilities. While these responsibilities are likely to be a full-time job, depending on
the size of the health care organization, the Privacy Officer role could be a part-time role, a dual
responsibility of the Compliance Officer, or an outsourced role to a consultant or contractor.

3. Shortage of Resources

Healthcare organizations may not have internal policies, procedures, processes, and systems
that adequately comply with the HIPAA Privacy Rule and state privacy laws. When a healthcare
organization is developing a privacy program, it can be time-consuming to develop and imple-
ment all elements of the privacy program. Developing a policy, including researching the subject
and drafting, typically takes four to six hours; this can be overwhelming for a Privacy Officer and,
more so, for a Compliance Officer taking on privacy responsibilities.
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Solutions

Finding an effective solution to meet the challenge depends on the circumstances of the
healthcare organization. It is not uncommon for small and mid-size healthcare organizations to
struggle to find a qualified employee in-house to fill the Privacy Officer role. Additionally, many
organizations of all sizes find it challenging to hire a privacy professional with the qualifications
and experience and one that fits the company’s culture. For these reasons, many healthcare
organizations are turning to outside privacy experts to address knowledge/expertise gaps, assist
overloaded Compliance Officers, and provide privacy operation solutions.

Benefits of Engaging a HIPAA Privacy Expert

The most common reason for co-sourcing,
outsourcing, and contracting for HIPAA
privacy support is that, in most cases,
utilizing an expert consultant costs less
than recruiting and training people in-
house and avoids considerable overhead
costs. An expert privacy consultant may be
far less costly than training and certifying an
employee. This is especially true when (and
in most cases) the consultant is engaged
part-time or if the workload does not
amount to a full-time employee position. Using an outside privacy expert can also permit rapid
response and development of the Privacy Program. Additionally, privacy experts and consultants
will have experience and detailed knowledge of ever-changing federal and state laws.

Small and mid-size healthcare organizations may need help finding a qualified employee in-house
to fill the Privacy Officer role; this is common. Additionally, after the Privacy Officer leaves or the
role is newly created, organizations may struggle to find a qualified applicant in the job market.
Having the Privacy Officer role vacant is a risk for the organization. Daily operations and urgent
situations, such as a breach of PHI, would either go unaddressed or inadequately handled.
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Healthcare organizations that understand the risk of having the Privacy Officer role vacant engage
an interim Privacy Officer while they recruit. Engaging the right privacy consultant enables an
organization to take its time to find the right permanent fit for its Privacy Officer role. Healthcare
organizations looking to employ an interim Privacy Officer, whether short- or long-term, should
turn to a certified privacy consultant who has a deep understanding of the regulations and how they
apply to covered entities and business associates.

When is the Right Time to Engage a Privacy Expert

Circumstances that often drive a healthcare organization’s decision to outsource or co-source
the Privacy Officer role include:
e Being at the front end of establishing their HIPAA Privacy Program, outside
experts can quickly and efficiently develop and implement it.
e Filling the role temporarily while the organization seeks a permanent solution.
e Needing rapid improvement, privacy consultants can prove vital for implementing change.

Determine the Level of Needed Support

It is essential to assess the level of need to fill the Privacy Officer role. Even at large organizations,
a qualifed privacy consultant can provide services remotely and on a part-time basis for an interim
basis. Common areas a privacy consultant can assist with include:
e Develop and update privacy-related policies;
e Develop, deliver, and update annual and onboarding privacy trainings;
e Audit or conduct a gap analysis of the existing Privacy Program to identify opportunities to
improve;
e Conduct a risk assessment and assist with remediation of identified risks;
e Investigate and remediate a privacy breach, including reporting to OCR, state agencies and
affected individuals;
e Audit BAs’ compliance with its BAA and the healthcare organization’s process and procedures
for receiving, approving, and maintaining active BAAs.
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While a large portion of privacy-related responsibilities can be planned and managed to balance the
workload of the Compliance Officer, some responsibilities cannot be planned for, such as an OCR
HIPAA Privacy Audit or a breach of PHI. In those instances, healthcare organizations should consider
engaging an outside expert to assist. Because these are not areas of everyday business for a Privacy
Officer, or a Compliance Officer with privacy responsibilities, they may not have the resources,
knowledge, or capacity to act fast; this is not the time to learn what to do and how to do it.

For example, there are numerous requirements that covered entities and business associates
must implement under the HIPAA Breach Notification Rule. The right outside privacy expert has
experience responding to a breach and can assist with investigating the cause, notifying individuals,
HHS, and the media, and developing and implementing remediation steps, including training.

Select a Qualified Privacy Expert

The importance and value of having a knowledgeable and effective Privacy Officer has led to
increasing the practice of outsourcing a wide variety of functions and activities to external partners.
Finding someone properly qualified is critical to addressing HIPAA Privacy Program needs with
outside privacy experts. They should be
certified in healthcare privacy and have
practical experience in building, managing,
and assessing the Privacy Program. The
right outside privacy expert can bring
expertise in meeting HIPAA requirements
imposed by regulatory bodies, thereby
managing this regulatory risk area. They
can effectively detect, remediate, and
prevent compliance issues. As such, it
is best to identify a consulting firm or
an independent contractor with a long
track record in providing these services. A privacy consultant can provide a wealth of knowledge,
experience, and expertise not typically available in-house.
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Additionally, benefits gained by engaging an outside privacy expert include:
e Services and hours are structured to meet the Compliance Department’s budget and work plan.
e Insight from a privacy professional with a wide range of experience.
e No learning curve in privacy areas.
e Keeps the organization current with ever-changing regulatory and enforcement challenges.

Utilize Outside Resources

Many covered entities and business associates attempt to tackle HIPAA independently, not realizing
how many components make up an effective Privacy Program. HIPAA Privacy requirements and
complexities can equal that of the Compliance Program itself. Therefore, it is unsurprising that many
Privacy Officers seek outside solutions and resources to maintain their Privacy Program. This is
common for all sizes of healthcare organizations.

Privacy Officers are embracing the practice of not re-inventing the wheel. Solution providers offer
tools, systems, and services to make their jobs more efficient. Look for solutions and resources that
add value and efficiency to the Privacy Officer’s role. Areas that Privacy Departments typically find
outside solutions or resources to use include:

e Up-to-date policies, procedures, forms, and templates that are developed and readily available

to customize and make your own.
e Customized HIPAA Privacy training for onboarding and annual employee training.
e Breach notification, reporting and remediation support services.
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Conclusion

Privacy is challenging because, in addition to the Federal HIPAA legislation and regulatory mandates,
states have also implemented state-level privacy and consumer laws that healthcare organizations
must comply with. It takes privacy experts with a comprehensive understanding and practical
operational experience with Federal and state law to assess the organization’s risks, train and
educate the workforce, and develop applicable and effective policies, procedures, and processes
that address HIPAA Privacy. A Privacy Officer’s responsibility of implementing and managing HIPAA
Privacy requirements equals a Compliance Officer’s responsibility of managing and maturing a
Compliance Program.

Strategic Management has worked with hundreds of healthcare organizations and their Compliance
and Privacy Officers to assist them in meeting the challenges of complying with the HIPAA Privacy
Rule and state healthcare privacy laws. Strategic Management empowers its clients to meet
regulatory compliance requirements by providing specialized services and solutions developed by
proven industry experts.

STRATEGIC MANAGEMENT SERVICES

Founded in 1992 by Richard Kusserow, the former Inspector General of the U.S. Department of
Health and Human Services, Strategic Management was the first healthcare consulting firm to focus
on corporate compliance and ethics initiatives. Today, we are the undisputed industry leader, having
helped more than 3,000 healthcare organizations with highly-specialized, actionable regulatory
compliance services. If you would like to learn more about how Strategic Management Services can
help support and ehance your privacy program, contact us by calling (800) 683-9601 or through our
website at https://compliance.com/contact-us/.
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